IMonoxenune
00 ompeesieHHN Yrpo3 Oe3omac:iocTy ePCOHANTBHBIX
JAHHBIX, AKTYAJbHBIX NPU 00padoTke MepcoHaIbHbIX
NAHHBIX B HHQOPMANMOHHBIX CHCTEM A M2PCOHATbHBIX TaHHBIX.

Hacrosee nonosxenye 00 OmpeaeieHH: yrpo3 0e30acHOCTH IePCOHABHBIX NaHHbIX,
aKTyalbHBIX IIPK 00P200TKE EPCOHANBHBIX JAHHbIX B HH(POPMAIOHHEIX CHCTEMAX
IepcoHaNbHEIX Aannbx MAJIOY paspabotaro B coorseTCTBAN ¢ KOHCTHTYIHEH PO,
denepanbHEM 3aK0HOM 0T 29 mexabpst 2012 r. N 273-D3 "O6 obpasosanuu B PoccuicKoi
Depepanuu'", 4acThio 5 cTaThi 19 @emepanbioro 3exoHa 0T 27.07.2006 Ne 152-33 «O
IEPCOHANBHBIX Takdnxy, YcTaBoM MAJIOY .

1.06mue Mmook 4 4.

1.1. Vroose 6e30macHOCTH MEPCOHATLHEX JaHHBIX, aKTyalbHBIX mon 00paboTke
IEPCOHANIBHBIX MAKHAIX B HHMOPMALMOHHBIX CHCTSMAX MEePCOHANBHBIX JIAHHBIX B J0Y
(manmee - AkrtyarsHbie yrpossl 6esomacHocts WMCTiIH), OnpeneleHBl B COCTBETCTBUM C
gacThi0 5 ctaTen 19 @enepanpHOro sakona ot 27.07.2006 N 152-@3 "O repcoHanbHBIX
JaHABX", MOCTa:o keHHeM 1IpaBuTenbeTBa roceniicrci degepamam o 01.11.2912 N 1119
"OG yrBepXkIOeHK” TPeOOBAaHMH K 3aIIWTC .1CPCOMAILHELS JAHHBIX TPH KX ob6paboTke B
MH(pOPMAIIMOHHET, ¥ CTEMAX [EPCOHANBHBIX "nHITHIY", puKazoM DenepanbHoR CITyOBI 110
TEXHIUECKOMY H KCIIOpTHOMY KoHTpoumo (1aiee - PCTOK Poccun) ot 11.02.2013 N 17 "O6
yrBepxaeHun Tpedosanuii 0 3amuTe HHGOPMALMH. HE COCTABISIOMEH IOCYLapCTBEHHYIO
TalfHy, colepXauleficds B TOCYIAPCTBEHHEIX HN(CPMAIMOHHBIX CHCTEMAX'. MPHKA30M
®CTAK Poccun or 18.02.2013 N 21 '06 vreepxpenun CocraBa ¥ COICPKaHHA
OPraHM3AIMOHHEIX ¥ TEXHAYECKHK Mep II0 ofecrsvspmio 0e30lacHOCTH IMEPCOHATBHBIX
JAaHHBIX NpH #x 00paboTke B MHOPMAIGIOHHLK CHCTEMAX IMEPCOHANBHBIX JAHHBIX',
npukasom DenepansHoit ciayx0bl GesomacHoctu Poccuiickod @ezepauy (manee - ®Cb
Poccun) ot 10.07.2014 N 378 "O6 yTBepk)ncHun (0CTABA H CONCPIKAHUA OPraHM3aHOHHBIX
U TEXHHYECKHX MCP M0 O00ECHeYeHMIO O:3011acHOCTH IEPCOHANBHBIX MaHRBIX TIPH KX
06paboTke B WB(HO[MAMOHHBIX CHCTEMax TiEPCHllalbHbiX JaHHBIX C HCIiC.1530BAHUCM
CPEIICTB KPHUITO piihA9eCKOM 3amiUThl i iopMalta [, HEOOXOMUMBIX IS 3LIIONHCHUS
YCTAHOBJIEHHBIX 1lparUTENsCTBOM Poccmvicnoli  Crepepannn TpeOoBaHMUil K 3alUTe
IEPCOHANBHBIX {al4bIX JUIA KKIOTO ki  §roziieh 2anuinenaocTy".  MeToauKon
OLIPEIEIICHHS KV ATEHBIX YTPO3 GE30MACHOCTH liepi0aaNbHbiX JAHHBIX IPH HX 0CpaboTke B
MHGOPMAIMOHHE Y. LHCTEMAaX IIePCOHANBI .. IAHHbLIX, VIBEPKACHHOH 3aMECTHTENCM
mupektopa DOCT3K  Poccmm  14.02.2005.  MeioanueeKuMHd  PeKOMEHAUUAMHE  TIO
pa3paBoTKe HOPMAT/{BHBIX TPABOBBIX aK"05, OUDEICNZ:OMHUX YIPO3Bl  Oe30MACHOCTH
IIePCOHANBHBIX 18lHbIX, aKTyalbHBIX LPW  OGp2D0TKE NICPCOHANBHBIN — NIAHHBIX B
HHQOPMAIMOHHEY ~ CHCTEMax  MEePCOHAThIETX  aHHBIX,  OKCIUIyaTHPVEMBIX  IIPH
OCYIIECTBIICHUHU 0 JTBETCTBYIOIIUX BHIIOB /il relhHACTY, ‘_\/TBr?p)KI[éHHBIMH ]‘J}"«I‘)BOI{CTBOM
8-ro Ilentpa @CB Poccum ot 31.03.2013 1 [45/7:2/6-432, ba3oBoil MoedbI0 YIpo3
6e30MacHOCTH TEePCOHATRHBIX JAHHBIX TP 1% 0Hnaborke B HHOOPMAIUOHHEIX CHCTEMAX
[IePCOHANBHBIX TAHIBLIX, YTBEPKIEHHOH 3aveciwicnem upekropa OCTOK Poccun
15.02.2008, u Bart:oM gaHHBIX Yrpo3 Ousofnecioeid HHOOPMAaIHH, pPasMSlIeHHBIM Ha
opunuansroM calite DCTIK Poceun (http://bdi. futecaru).

1.2. Axryansuble yrpo3sl 6e3omackos i kil U1T[H conepikat mepeders AKTYalbHBIX
yrpo3 Ge30macHOCT TIepCOHANBHBIX JAHH:™ 117 X 09padeTKe B MHQOPHMAMOHERIX




CHCTEMaX IEPCOHANBHBIX NaHHbIX (nanee - UCTIIx) MAJIOY.

1.3. Axryanembie yrpossr GesomacHoctn MCIIJIH MOANEXAT amanTarid B XOJiE
pa3spabOTKM OpraHaM# BJIACTH YaCTHBIX MOJeedl yrpo3 6e30MacHOCTH IIEPCOHAIBHBIX
JAHHBIX UL KaXI0H nHbopManmoHHo# cuctemsl (naiee - UC).

1.4. Tlpu paspaGoTke wacTHEIX Mozenedl yrpo3 6€30HAaCHOCTH IEePCOHANBHBIX
JaHHBIX  IPOBOJUTCA aHANHM3 CTPYKTYpPHO-(QYHKIMOHATBHBIX  XxapakTtepuctuk MC,
OKCIIyaTHpyeMod Inpu ocymecTBieaun MAJIOY QyHKIME # TIOJHOMOYMHE, a TaKxe
UPUMEHSEMBIX B HEH  HHPOPMAIMOHHLIX  TEXHOJOTHHA H  OCOOEHHOCTEH  ee
(YHKIIHOHMPOBaHHS, B TOM YHCIIE C HCIOJIb30BanveM baHka NaHHBIX YIpo3 Ge30HacHOCTH
HHQOPMAITHH.

1.5. B yacTHo# Mozenu yrpo3 6e30macHOCTH IEPCOHANBHBIX NAHHbIX YKA3BIBAIOTCS:

onucanne MCII/IH 1 ee CTpyKTypHO-(Q)YHKIIKOHAIIBHBIX XapaKTEPUCTHK;

OIIKCaHME YTPo3 0€30MaCHOCTH IEPCOHATIBHEIX. TAaHHBIX ¢ YYETOM COBOKYIIHOCTH
IIPETIONIOKEHHH O cr1oco0ax, MOATOTOBKE M MPOBESICHYH aTaK;

OIMCaHHE BO3MOXHEIX ysa3BuMocTel MC, criocc0oB peanusanuu yrpo3 6€301macHOCTH
HHGOPMAIIUHY U IIOCIIEACTBUM HApyIIeHHH 6€301acHoCTH HHPOPMAITHH.

1.6. O6vexramu urdopMaTusamyy B MAJIOY BricTymaoT VIC, HMEIOIIME CXOIHYIO
CTPYKTYPY ¥ OZHOTOYEYHOE MOAKIIOUEHHE K CETSIM OOIIero MOIs30BaHus 1 (HIIH)
HH(OPMAMOHHO-TEIEKOMMYHUKAHOHHOH ceTi "VHTepreT" (masee - cets "MuTepHeT")
4yepe3 BBIIENEHHYIO HHOPACTPYKTYPY - MEXBETOMCTBEHHYIO CETh MepeIadn JaHHBIX
Hmxeropozckoit obnactu.

1.7.  Basel nauHbIX HHYOPMALHEH, ¢ FCIIOTS20BAHMEM KOTOPBIX OCYIIECTBIIIOTCS
cOop, 3anuch, cUCTEMaTH3aINs, HAKOIICHHE, XPaHsHue, yTouHeHne (0OHOBIIEHHE,
H3MEHEHHUE) IEPCOHATBHBIX NAHHBIX rpakaad Poccuiickoit Denepauu, HAXOIITCS Ha
TeppuTopuu Poccuiickoit Oeneparium.

1.8. Bson nepconansHbx qanubX B UC u BRBOA HaHHEIX 13 MC 0CYIIECTBIIOTCS C
HCIIOJIB30BaHUEM OYMaXKHBIX U 3JIEKTPOHHBIX HoCHTeNneld nHhopMmaiuu. B kagecTse
SNIEKTPOHHBIX HOCHTENEH HHPOPMAIIMU HCIOTB3Yi0TCSA YITEHHBIE CheMHBIE HOCUTETH
uHbopManuu u ontrdeckue aucku. Joctym k MUCTI/Ir orpanndeH mepeyHeM COTpYIHUKOB
MAJIOY, sensronmuxcs BraageinsueM HC.

1.9. Tlepemawa mepcoHanbHBIX J4EHITY. B JpyrHe OPraHM3ZIME H B
TEDPUTOPHAIBHEIE OPraHbl (elepabHbIX OPraHOB HCIOMHUTEIBHOW BJACTH IO CETAM
obmero mnonb3oBaHus u (W) cetd "MHTepHeT"! OCYIIECTBISETCS C HCIIOJIL30BAHHEM
CepTHQUIMPOBAHHEIX MMHGMPOBATBHBIX (KPUNITOIPaMIECKHUXK) CPEACTB 3aIIUTH HH(POPMAIHH
(mamee - CK3N).

1.10. Kourpomupyemoit somoit MC sisnorcs 3mamme MAJIOY. B mpemenax
KOHTPOJIMPYEMOH 30HBI HaxonATCcsS paboule MecTa IOJb30BaTeNed, CepBEpHI, CETEBOE H
TENEKOMMYHHUKaMOHHOe o0opynoBanue VIC. Bue KOHTpOIHpYyeMO# 30HBI HAXOISITCS JTHHUH
nepefayd JaHHBIX M TEJIEKOMMYHHKAIMOHHOS 000pyIOBaHHE, WCIONB3YEMOE IS
NHQOPMAITHOHHOTO 0OMEHA IO CEeTsIM 00IIEro MoabL30BAHUS U (W) cetd "MuTeprer”.

1.11. B apvununcTpatuBHOlM 30HE 3na7ua MAJOV:

JOJDKEH OBITh OpraHU30BaH MPOITYCKHOM PeIKKM;

JO/DKHO OBITh MCKIIOUEHO HEKOHTPOIM[yEMOEe IMPeOBIBAHWE IIOCTOPOHHHX JIHI[ U
HEKOHTPOJIHPYEMOE IIEpEMEIIEHHE (BBIHOC 3a (1Pe/2Ibl 3MAHHS) KOMITBIOTEPOB ¥ OPTTEXHUKH;

IIOMEINEHNS CO CPENCTBAMH BBIUMCIIUTRIIbHON TEXHHKH JOJDKHBI OBITE 000PYIOBaHEL
3aMUPAIOIIUMICS JIBEPSIMH ;

1.12. 3awnra nepconanbuex ganuerx r UC MAJIOVY u ceTax 06IIero noip30BaHus,
NOAKIOYaeMeIx K ceTH "MHTepHeT", obecneunBaeTsd CpencTBAMU 3alUThl HHGOpMALUH
(mamee - C3U):

C3H oT HecaHKIIMOHMPOBAHHOTO HocTviia. ceptudunupoanabMu OCTIK Poccun,
He HUXKe 4 ypOBHSI KOHTPOJII OTCYTCTBHSI HENSK.1apWPOBAHHBIX BO3MOXHOCTEH (mamee -
HJIB);

CpelcTBaMM aHTUBUPYCHOM 3amuThl, cepru@uuupoBanHbiMu @CT2K Poccuu, He

HRIXKe 4 Kiacca; .



MEXCETeBLMH dKpaHamH, ceptudunuposat sz @CTOK Poccun, He Hike 3 kitacca;

CK3U, popmupyromumu BupTyanbHble dac s ceti (VPN), CEPTH(PHL{HPOBaHHBIMI/I
@CB Poccuu 1o iaccy KC 1 u Bbiic;

cucTeMami 0OHapY KEHHUs BTOPXKEHHs He Hinxe 4 Kacca;

CPEICTBOM TOCYHAapCTBEHHOH cHcTembl oOHapy)XXeHHs, MpPeAympeXkIeHUS WU
JUKBUIALWHA [I0CNENCTBUM KOMIIBIOTEPHBIX aTak Ha WH(OPMAIMOHHBIE PeCypchl PoCCHICKOH
Denepanuy.

2 XapaKTeplICTHKIfI 0e30IacHOCTH I/IH(I)O[)I\”L?!I‘T,V(‘“F;’HLIX CHCTEM MEPCOHAJLHEIX JAHHDbIX.
2.1. OcHoBrbIME cBOMCTBaME G€30TacHOCTIT H(OOPMAIMHA ABIAFOTCSL:
KOHpHIEHIINAIBLHOCTD - 00s3aTeNbHOe I COOMIONEHUS ONepaTopoM HIIM HHBIM

HOJIYy4YHBIIMM IOCTYH K IEPCOHATBHBIM NAEEENM IHOOM TpeOOBAaHHE HE IOIyCKaTh HX

pacmpocTpaHeHHs 0e3 corjachs CyOBeKTa TepCOHeNbHBIX NAHHBIX HIIM HElVYHS HMHOIO

3aKOHHOT'O OCHOBAHKS;

IeJ0CTHOCTL - COCTOSIHHE 3aIlUILEHHOCTH HHGOpPMAIMH, XapaKTepH3yeMoe
criocobrocTio MC  obecreunBaTh COXPaHHOCTS ¥ HEM3MEHHOCTh HMHQOPMAIMH IpH
IOMBITKAX HECAHKIHOHWPOBAHHBIX BO3JEHCTBHII Ha Hee B Ipolecce OOpabOTKM MM
XpaHEeHUS;

JAOCTYIHOCTH - COCTOSHUE HHGOPMAIIHH, IIPH KOTOPOM CyOBEKTHI, HMEIOIIHE IIpaBa
JOCTyIIa, MOT'YT PeaIi30BaTh UX OECIPEeNATCTBEHHO.

2.2. Tlon aKTyaubHBIMH YIpO3aMH  OE30IaCHOCTH  IIEPCOHATBHBIX — TAaHHBIX
[IOHMMAETCSI COROKYITHOCTH YCIOBHM H ()aKTOPOB, CO3MAIOMIUX AaKTyaJlbHYIO ONAcHOCTh
HECaHKIHOHHUPOBAaHHOTO, B TOM YHCJIE CIy4aiiHOro, TOCTyNa K IIEPCOHAIBHEIM NAHHBIM IIPH
nx obpabotke B YMC, pe3ynpTaToM KOTOPOI® MOrYT CTaTh YHHYTOXKEHWES, U3MEHEHHE,
OOKUpPOBaHKE, KOI1MPOBAaHUE, IIPEOCTABICHNE, PACIIPOCTPAHEHHE IEPCOHANIBLHBIX JAHHBIX, &
TaK)XKe WHBIE HEPasoMepHBIE NEHCTBHUS.

2.3. B 22R¥CHMOCTH OT cOCTaBa 00pafars-BaeMbIX MEPCOHAIBHBIX JAHHBIX W THIIA
aKTyaJbHBIX YIPO3 HEOOXOMUMBIH YPOBEHL 3all@UICHHOCTH [E€PCOHAIBHBIX NAHHBIX MJIL
xaxxnoit UCIIJIH onpenensercs HHAUBUIYAIEHO.

2.4. Jns CIIJIa opraHoB BIAcTH akTyaThHE! YTPO3B! 0€30MaCHOCTH ITepCOHANBHBIX
TAHHBIX TPETBErO THIla, HE CBA3aHHBIE ¢ Hasmuicyv HIB B cucTeMHOM 1 IIpHKIIaIHOM
uporpaMMHOM ofeceuenuu (maiee - [10), ucto.sveom B UC.

3. Tipumenture cpeacTB KpunTorpady seckoi 3aummTel HHGOpMAIUY B
Ui O PMAUOHHBIX CHCTEMAY 1107} 20HAILEbIY JaAHHbIX.

3.1. Axryanssocts mpumenenus B MCT1,7# cpranos snactu CK3H onpenensercs
HEOOXOMUMOCTRH) 3eIIUTHI MEPCOHANBHBIX NIHHEIY, B TOM YHCIE NpH HH(OOPMAITMOHHOM
oOMeHe TI0 ceTsM 353U 00IIero MmoJIb30BaHus i (vnu) cetrn "VHTepHeT".

3.2. CK3M rpenHasHadeHsl IS 3am'v (b H(OOPMAIIME OT HEHCTBFH CO CTOPOHBI
7ML, HE UMEIOIIH Y ™ DaBO JOCTYIA K 3TOW HHO i L.

3.3. IlpuroreIME OpPraHM3AMHOHHO-TCY e IKMME MEPAMH B KONTEIKe JOJDKHA
OBITH HMCKJIFOUE-> BO3MOXKHOCTb HECAHK:I!{OI'IT CBAHEOTC JOCTyHNa IIOTEHLHATILHOIO
HapyImuTens K KiroueBoi uapopmarmu CK31.

3.4. Tlpu skerryatarmu  CK311 nomgmsl  coOmromarbes  TpeOOBaHUS
3KCILTyaTaIlMOHHO-TeXHAIecKoH mokymenTtaruu =2 CK3W # TpeboBaHHA AeHCTBYIOIIUX
HOPMAaTUBHBIX IIPZBOBBIX aKTOB B 00JIaCTH pea " 3nuntl U skermyaTarua CK3H.

3.5. Jns of:zcmedenns 6e30MacHOCT . . {IBHLIX JaHHBIX IPH uX 00paboTke B
WCIIE ucnomszvyres CK3U, npomeninue » yeT2HORIEHHOM HOPAIKE IPOIENYPY OLEHKH
COOTBETCTBHSI.

3.6. O6terravu 3ammTel B UCITIIHE wsnsucres:

MIEPCOHANT-HAIE JAHHEIE;

CpenCTBa KPHITOrpaQUecKoM 3aiuT T 1E O alAb:

cpena ¢pyrrivoruposanus CK3U (maree - C@);

UHpOpPMaTHs OTHOCSIIASICS K KPHIITOTpadhiiecKOH 3alllUTe IEPCOHANBHEIX TaHHBIX,
BIUJTIOYAs] KJIFOUERVFO. TTAPOJIBHYIO U ayTeHTUQHiupyvionyio nHdopmarmio CK3M;

JIOKYMEHTEI, 1e71a, )XY PHAIBI, KAPTOTEKH. U31AHHS, TEXHUUECKUE JOKYMEHTEI, pa6o§pie



MaTEpHabI 4 T. II., B KOTOPBIX OTpa)keHa 3aIluinacvas napopMmalws, oTHocsmascsa k UCITa
¥ UX KPUITOrpaduuecKo 3amure, BKovas joxynvenramuto Ha CK3U u Ha TeXHUYECKHE B
IPOTPaMMIIbIe KOMOOHCHTHI CPCADL (O yTUKLEIU LKL pusanyn CKIFI,

HOCHTENH 3amumaeMod uHQopmauud. wucnonssyemble B MC 3 mpormecce
KPUITOrpaQuyecKoli 3allUThl MEPCOHANBHBIX [AHHbIX, HOCUTENH KIFOYEBOH, 11apONBHOM
ayrenTaduEpyrowei nadopmarmu CK3U 1 nops ok 10CTyIa K HEM;

HCIIONb3yeNble MH()OPMALMOHHON ciicTeniolf KaHambl (NIMHUH) CBA3H, BKIIOUAS
KaOeNbHBIE CUCTEMBI!

MIOMEIICHYsI, B KOTOPBIX HaxonaTcd pecypeshl KMC, HMEIoIpe OTHOIUEHHE K
KPHUITOrpadHUeCKOH 3alIUTe MEPCOHANLHBIX IARIIY.

Bl car3alus yrpo3 0e30IacHOCTH MEePCOHATBHBIX TaHHBIX, 00pabaThIBAEMBIX
B UCII/TH, omperen~eTcss BO3MOXHOCTIME MoToun #xoB aTak. 4, OmpeneneHye akTyalbHBIX
yIpo3 6€30IacHOCTH TMEePCOHANBHBIX JAHHBIX B WHh( 1 MAUMOHHBIX CHCTEMAX MEePCOHANBHBIX
JTAHHBIX.

3.8. Ha ocHOBe MNpOR=TEHHOrO aHAmM3a OaHKA 1&HELIX YIpo3 Oe30IaCHOCTH nabOopMaIiU
(www.bdu.fstec.ru) ¢ yuroM oTpPyKTYpHO-QYHKIMOHATLEEN XapaxTepucTuk THHoBRIX MC, a Takke
IPUMEHSCMBIX B HUX HH(YOpMAal¥CAHBIX TEXHONOTHH U ocobenroctell GyHkimonuposanus, 8 YIC opranos
BJIACTH MOTYT OBITh aKTyaJlbHBI cleIVIOUHe yrpo3ssl 6esonacncct ACTIH:

YBU.3 Vrposa ananmuza KpuntorpadhuuecKux alrOPUTMOB ¥ X DeaTH3AIUN;

YBH.4 Vrposa anmaparsoro c6poca napons BIOS;

VBU.6 Yrpo3a BHeIpeHHs KOIa UIIU JAHHBIX;

YBHW.7 Yrpoza BO3IeHCTBHUS Ha TPOrPaMMBI ¢ BEICOKAMH TIPHBHIET HSIMHU;

VBU.8 Yrpo3a BocCTaHOBICHUS 2y TeHTHOUKAIHOHHEOR HH(OPN.AN Y il;

VBN.9 ¥Yrpo3sa BoccTaHOBIEHH S TpeIbIAyIIEH ysa3BuMOH Bepciu BIOS;

YBU.12 YTpo3a necTpyKTUBHOIO M3MEHEHHSI KOHDUTYPAIHL/COE, (L 0Py KEHUS IIPOTPaMM;
YBH.13 VYrpo3a neCTpyKTHBHOIO HCIOMB30BAHHS IEKIApUpOBanHoro (hyaknunonana BIOS;
VYBW.14 Yrpo3a IMUTENBHOTO yIiep KaH s BRIYUCIATENBHBIX PEC) PCU3 HOIb30BATEIISIME,
YBH.15 Vrposa nocTyma k 3ampiliacMbIM (Baifiam ¢ HCIomb30Ba5 el 00XO0THOTo MyTH;
VYBU.16 Vrposa nocTyma K oKaisabM (aiinaM cepsepa mpu iomotiid URL;

VYBH.17 Vrpoza nocryna/mepexsara/usmenenus HTTP cookics;

VBUN.18 Yrpo3a 3arpy3ku HEMITATHON ONEPAIMOHHON CHCTE A i

YBH.19 Vrpo3sa 3apaxenus DN - «cina;

VBH.22 Vrpo3a u36BITOYHOTO B5L1e 1EHHS ONEPATHBHOM AN s Til;

VBW.23 Yrpo3a u3MeHeHHs KOMIICI GHTOB CHCTEMBI;

VBUN.26 VYrpo3sa uckaxenws XM _-cxeMEr;

VBU.27 Yrposa nckakeHHs BBOIMMOM U BHIBOIUMON Ha TlepHhepuinibie YeTpoHcTRa HHMOPMAIIIH;
YBH.28 Yrpo3a HCrons30BaHuS aiibTePHATHBHBIX My TeH 10CT Y Tle: « PeCypeaM;

YBH.30 Yrpo3a HCIOIB30RAHUS HHOOD 1210k v UIEeHTUDUKAITIH/
ayTeHTHGHKAIUY, 3aJaHHOH [0 VAIOTYAHHIO,

YBU.31 Yrpo3a HCIOIE30BaHMUS M xaHU3MOB aBTOPU3ALME 151 10ELILICHIIS TPUBHIIETHIA;

YBU.32 Vrpo3a HCIOIB30BAHKS 110 10ETBHBIX IUPPOBEIX Hosinceti B{OS;

VYBU.33 Yrpo3sa ncmons30Banus ¢1200CTeH KOAMPOBAHKS BXOFE ([ TAHHBIX;

YBU.34 Yrpo3e nenons3oBaHus ¢i1ab0CTel IPOTOKOIOB CETEE01I0! IUKAITLHOI0 OOMEHA TAHHBIMM,
YBU.36 Yrpo3sa iccnenoBaHus A X AHU3MOB PAGOTHI IPOTPAr:Libi,

VBW.37 Vrpo3sa HcCIemoBaHus Vi I0XKEHHS 9epe3 OTUSTHI (¢ Oioniy (x;

VBMW.39 VYrposa ucyepranus 3a1iz. i KII09eH, HEOOXOMUMBIX 15 05HoBIenust BIOS;

VBI.41 Yrpo3a MexcalTOBOIO *KNUIITHHTA,

YBW.42 Yrposa MeXcalTOBOM 0L SIKH 3aIpoca;

YbU.45 Yrposa HapymeHus usc 19717 cpeasl uenonaerus BIOS:

VBI.49 Yrpose HapylmeHus Hen0cTHOCTH AAHHBIX Kella;

YBU.51 VYrposza HEBO3MOXKHOCTH BOCCTAHOBIEHHS cecciiil paCoTel Ha IIOBM 1mpu  BeIBOJE 13
IPOMEXYTOYHBIX COCTOSIHUM MHT:1HIIS;

YBU.53 Yrpo3a HEBOZMOXKHOCT™ VTipaBJIeHHs IpaBaMy Ionncsareteit BIOS;

YBH.59 Vrpo3a HEKOHTPOIMPYEMOTO POCTA YUCIIA 3aPE3EPBLDOBAN AbiX BEIUMCIUTEIBHBIX PECYPCOB;



YBN.62 Yrpo3a HEKOPPEKTHOTO HCITOIB30BAHHUS IMIPO3PAUHOI'0 ITPOKCH-CEpBEpa 3a CUET IJIaTHHOB Opay3epa,;
YBU.63 Yrpo3a HEKOPPEKTHOTO KCIONB30BAHMUS HYHKIMOHANE [POrPAMMHOIO 00€CIICUeHNUS;

YBH.67 Yrpoza HenpaBoOMEpHOI0 03HAKOMJIEHHS C 3aIMUINAEN O HH()OPMALUEH;

YbU.68 Vrposa HempaBOMepHOro/HEKOPPEKTHOTO WCIONL30BaHds HHTepdeica B3aHMOIEHCTBHA C
IIPUJIOKECHUEM;

YDBH.69 Yrpo3a HenpaBOMEPHBIX IeHCTBHM B KaHaIaX CBS3Y:

YBU.71 Yrpo3a HECAHKIMOHUPOBAHHOTO BOCCTAHOBIIEHHS 14,18 HHOY 3aITHINAeMOM HHPOPMALHH;

YBH.72 Yrpo3a HeCaHKIIMOHUPOBAFHOT'O BRIKJIIOYCHHUS HITH OOXC/i4 MeXaHH3Ma 3allUThL OT 3anucy B BIOS;
VBI.74 Yrpo3a HECAaHKITHOHUPOBAHHOTO JOCTYIIA K Ay TEHTH( K2 LIHOHHOM MH(OPMAIIWH;

VBH.86 Yrpo3a HeCAHKIIMOHUPORAHHOTO U3MEHEHHS ayTeHTH (HKATTIOHHON HH(OpMAIIHH;

YBI.87 Yrpo3a HeCaHKIIMOHUPOBAHHOTO HCIIOIB30BAHHUS MIPH BHISTHPOBAHHBIX QyHKIHH BIOS:

YBH.88 Yrpo3a HeCaHKIIMOHUPOBAHHOTO KOMMMPOBAHUS 3alliiiraenoli HHPOpMaIluH;

VBI.89 Vrpo3a HeCaHKIHOHUPGBEAHHOIO PEIaKTHPOBAHUS DECCTPA,

VYBH.90 Yrpo3a HECAaHKITMOHUPOBAHHOTO CO3MaHMS YUETHOI 3amUCH TOIB30BATENIS;

YBHN.91 Yrpoza HecaHKIIMOHUPOBAHHOTO yIaJeHUs 3aIlUIacMoil HH(GOpMAaIiH;

VYBI.93 Vrpo3a HecaHKIIMOHUPO3aHHOTO YIIPaBIeHHs Oydepom:

VBH.94 Vrpo3a HeCAaHKIIMOHUPORAHHOTO YIPABICHHSI CHHXDOHNAIHEN i COCTOSIHHEM;

YBI.95 Yrpo3a HeCaHKIIMOHUPOBAHHOTO YIIPABICHUS YKA3ATE 1AM i1

YBU.98 Yrpo3a 00HApYKEHHUS 0TK(HITHIX IOPTOB U UACHTH D IKALiiIH (TPHBSI3AHHBIX K HEMY CETEBBIX CIIYXKO;
VBU.99 Vrposa obHApYKEHHS XOCTOB;

YBH.100 Yrposa 06xo/1a HEKOP €K THO HACTPOSHHBIX MEXalH3MOE dyTeHTHDUKALHH;

YBU.102 Vrposa omocpemoBarHOIO YHPaBIEHHUS TPYIIOH [pOIjanMM Yepe3 COBMECTHO HCIOIB3yEMBIE
TIAHHEIE;

YBN.103 Yrposza onpeneneHus TiioB 00BEKTOB 3AILUTEL

VYBU.104 Vrposza onpeneneHust ToNCNOTHH BEIYUCIATENBHO ! CE i

YBH.107 Yrposa oTKIIOYEHHS KOHTDOJBHEIX JaTUYHKOB;

YBH.109 Vrposa nepebopa Beex HaCTPOSK U MAPAMETPOB TP IOKE LS,

YBHM.111 Vrposea nepenadun gas b M0 CKPHITHIM KaHAIAM;

YBHM.113 Vrpoza mepesarpysks AamnmapaTHBIX W IIPOTPAMAHO-ETHAPATHBIX CPENCTB BBIYHCIMTEIHLHOM
TEXHUKH;

VYBH.114 Yrposa nepenonHeHs: 1i2. i 0UUCIEHHBIX IEPEMEHT LIX;

YBU.115 Yrposa mepexsara BRBOIF MO H BRIBOJUMOM Ha Henuhe il Hble yeTPORCTBA HH(QOPMALIHH;

YBU. 116 Vrposa mepexsata nanteix, MepeaBaeMBbIX MO BEitiiCi1i 1 C1BHOM CETH;

VYBH.117 Yrposa aepexBara npuri i STAPOBAHHOTO MIOTOKA:

VYBM.118 VYrposa uepexsara mpy B#ETHPOBAHHOTO IIPOLIECCA:

VYBHM.121 Yrpose noBpeskaeHus cucTeMHOTO PEECTpa;

VBI.122 Yrpo3a NOBBIIEHHUS T piiEUIIET T,

VYBH. 123 Vrposa nogbopa mapaig BIOS;

VBU.124 VYrpo3a mommenku 3aimiceli KypHaIa pETUCTpalun coduTuii:

VBU.127 Yrpo3a moaMeHs! Aeifc TR sl MOAb30BATENS MyTEM (0 v

VBH.128 Vrposa 10AMEHBI HOBE)EITHOTO HOIB30BATEN,

YBH.129 Vrposa moaMeHBI pe3entH0oil KOMUH MporpaMMHOro odeciievenus BIOS;

YBH.130 Vrpose moAMEHBI COAC 5K AMOT0 CETEBBIX PECYPCOE:

YbHM.131 Vrposa noaMeHsI Cy6»exTa CEeTEBOro JOCTYIIA;

YBH.132 Vrposa nomydeHuUs npe18apuTeibHOM HHGOpMaKL 00 00LeKTE 3alUThL;

VYBU.139 Vrposa npeomonerus ¢ +119eCKON 3aIIUTEL;

YBH.140 VYrpo3a TpHUBEICHHUS CiICTEMBL B COCTOSHEE "OTKAS £ G0y /kMBaHAn";

YBU.143 Vrpoza mnporpaMmunr< BBIBEICHHS M3 CTpUs CpPLACTB  XpadHedms, oOpaboTku u  (WMiH)
BBOJIa/BBIBOJIA/ Tie e aul MHPO D V& Ti{H;

VYBHU. 144 Vrposa nporpammuors ¢Hpoca mapons BIOS;

YBU.145 VYrpoza mpomycka mponepxy HeJOCTHOCTH IPOTPaii1ioro oOecIeueH s,

YBU.149 VYrposa cbost 06paboTril CrienuaibHbIM 00pa3oM n3MeHERHEIX (aiios;

YBU.152 Yrpo3a yaaneHus ay o1 hUKAIHOHHON HHQOPM A1 1K,

VYBM.153 Vrpo3a ycuneHus Bo:1¢/iCTBHS Ha BBIYMCIIHUTE. (Hiiki: }¢CYDCH HONB30BaTeNeld NpY IOMOINH
CTOPOHHHUX CEPBEPOB;




VBU.154 Yrpo3a YCTaHOBKH YA3BUMBIX BEPCUH OOHOBIEHHS 11porpaMMHoro obecreuenus BIOS;
YBU.155 Yrpo3za yTpaThl BEIUUCIATENBHEIX PECYPCOB;
VBU.156 Yrposa yTpatsl HocuTenel nHGOpMaLuH;
VBI.157 Vrposa ¢u3Mdeckoro BHIBEIEHHs M3 CTPOS CPEICTB XpaHeHUs, o0pabotku u (wim)
BBOJIa/BBIBOIa/TIepenads HHPOPMAIHY;
VBI.158 VYrpo3a GopmaTupoBanus HocUTeNe nHOPMAIHK:
YBH.159 Vrposa "GopcupoBantoro ed-Opay3uHra’;
VBI.160 Yrpo3a XHINEHHs CpencTs XpaHeHus, 00paboTKy ¥ (1T1) RROA/BEIBOA/TIEpeayun uHbopMalmy;
YBN.162 Yrposa akciuryarauy i poBoH NOAIKCH IPOrPaMMHOI0 KOAa;
VBI.163 Yrpo3a nepexpara HCKIIFOUEHHUS/CUTHANIA U3 IPUBUIIETHPOBAHHOTO 610Ka QYHKIIUH];
VBU.167 Yrposa 3apakeHust KOMITbiOTepa IPHU IOCEIIEHIH HeOnaroHanéXHeIX CauToB;
YBU.168 Yrpos3a "kpaxku" yd€THOH 3allUCH JOCTYIIA K CETEBLIM CEPBUCAM,
VBH.170 Vrpo3a HempaBoMepHOTo IrudpoBaHus HHGOPMALKH;
VBU.171 Yrpo3a CKpLITHOTO BKIIOUEHHS BEIYUCIUTEILHOIO YCTPOHCTBA B COCTaB OOT-CETH;
YBHU.172 Yrpo3a pacnpocTpaHeHHs "TIOUTOBBIX YEpBER';
YBU.173 Yrposa "cnama" BebG-cepaepa;
YBU.174 Vrpoza "dapmunra;
YBU.175 Yrposza "pummara';
VBU.176 VYrpo3a HapyIleHHs TeXHOJIOTHYECKOIO/IIPOU3BOACTBEHHOIO MpOIecca H3-38 BPEMEHHBIX
3aiep)KeK, BHOCUMBIX CPEICTBOM 3aLIUTHI;
YBU.177 VYrpo3a HEMOATBEPALEHHOTO BBOJA [AaHHLIX ONEPATOPOM B CHUCTEMY, CBSI3aHHYIO C
0€e30MacHOCThIO;
YBU.178 Yrpo3a HeCaHKIIMOHUPOBAHHOTO HCIOIBb30BAHMS (¥ CTEMHEIX U CETEBBIX YTHIIUT,
VBU.179 Yrpo3a HECAHKIIHOHUPORA HHONU MOIMGUKAINY 3alildilaeMoll nHbOpMaIiHy;
YBU.180 Yrpo3a oTkaza mOACUCTEM oI 00ECIIEUEH s TEMIIEPATYPHOTO PEXKUMA,
YBI.181 Yrpo3a nepexpara 01 0Pa30BBIX IAPOJIEH B peXutie PEasibHOTO BPEMEHH;
YBU.182 Yrposza puznyeckoro ycraneBaHus allllapaTHBIX KOMIIOHSHTOB,
YBI.183 VYrposa nepexpara yrpaBIcHHs aBTOMATH3HPOBAEHON CHCTEMO# yIIpaBIeHHs TEXHOIOTHUECKUMHU
IpoLeCCaMH;
VYBU.185 VYrposa HECaHKIMOHIPOBAHHOTO W3MEHEHHS [1apaMeTPOB HACTPOMKH CPEICTB 3alUTEI
uH(bOpMaIuH;
YBN.186 Yrpo3a BHEApEeHUS BPeIOFOCHOTO KOJIa Yepe3 PeKIaMy, CeDBUCHI H KOHTEHT;
VBU.187 Yrpo3a HECaHKIIMOHUPORAHHOTO BO3ASHCTBHS Ha CPSTICTRO 3aIUTHL HH()OPMAIIUH;
YBU.189 Yrpo3a MacKupoBaH#s: I CTBUM BPEIOHOCHOTO KOLZ;
VBN.190 Yrpo3a BHEAPEHHS BDEI0HOCHOTO KOIA 38 CUET MOCCIICHHS 3apayKeHHBIX CAHTOB B CETH MIHTEepHET;
VBIN.191 Vrposa BHeOpeHUS BpE,I0BOCHOTO KOA B MUCTPHOYTHB 1107 PAMMHOTO 0OecIedeH s,
VBU.192 Yrpo3a uCIonb30BaHus yI3BUMBIX Bepcuit mporpamMvuoro obecneuenus; YBHW.193 Yrposa yreuku
MH(QOPMALMH 3a CYET IIPUMEHEH 53 BPEIOHOCHBIM IPOrpaMMIibi 05ESCIIEUSHUEM alTOPHTMOB IH(QPOBAHHS
Tpaduka;
VBU.197 Vrposa xullleHus ayTeH Ty pUKAMOHHOM HHPOPMALTIL 13 BpeMeHHBIX (aiinos cookie;
VBU.198 Yrpo3a CKpEITHOM PerycTHalui BPeJOHOCHOH IpOorpani ol yUETHBIX 3aIlUCER aIMITHUCTPATOPOB;
VBUM.201 Yrposa yTeUKH MOJF30BATENBCKUX JAHHBIX IIPi MCIOIb30BAaHHM (QYHKIHN aBTOMATHIECKOTO
3aIoJIHeHHs ayTeHTHhHKanuonHol (HGopManuu B 6payseps:
VBI.203 Yrposa yreuku HHPOpMAITHH C HE TOKIIFOUCHHBIX K CeTH MIHTEpHET KOMIIBIOTEPOB;
VBI.204 Vrpo3a HECAaHKI[HOHV)UBAHHOTO M3MEHEHHs Bpeno:ocHIT IPOrpaMMOM 3HaYeHUl NapaMeTpoB
MPOTPaAMMHUPYEMBIX JIOTHUECKUX KOHTPOJIIIEPOB;
VBU.205 Vrposza Hapymenus palinThl KOMIBIOTEpa B Ci0KUponhzHMs JOCTyma K €ro JaHHBIM H3-32
HEKOPPEKTHOM pabOTHI YCTAHOBEH 51X HA HEM CPEACTB 3ail 17h!.

3.9. VYrposzamu 6e30mactoc i MEPCOHATBHBIX MAaHF:LX 117 1 06paboTke ¢ uenonbzosannem CK3U
SIBJISTIOTCSL:

3.9.1. cosmasme cmocctos, MOATOTOBKA M HPOBEACHRE a7aw O3 MPHBICUECHHUS CIELHANUCTOB B
obracTu pazpaboTku u aHanuza 1 3U;

3.9.2. co3maHme cmoco5cr, TOATOTOBKA M IIPOBENSHVE ATAK HA PA3IMYHBIX 3Talax KH3HEHHOIO
mukna CK3U. K sramam sxwmsren: o mukiaa CK3UW otwo: a7est: misnalfoTka (MOJEpHH3AUMA) YKa3aHHBIX
CPE/ICTB, WX IIPOM3BOJCTBO, X[ ailiHe, TPAHCIOPTHPOBK:i. R0H B OKCIUTyaTallHIo (HYCKOHaIIaHO‘{Hé:IC



paboTeI), SKCILTyaTal¥ys;

3.9.3. mnpoBemeHue araiii. HAXOAACh BHE IPOCTPUHCTSA, B HpPEAenax KOTOPOTO OCYIIECTBIIAETCI
KOHTPOJIb 32 IPEOHIBAHAEM U NCHCTBHSAME JHI] U (MJIH) TPaHCIOPTHRIX CPEACTB (Hajee - KOHTPOIHpyeMasd
30Ha). ['paHuIleii KOHTPOIUPYEN.Ofi 30HBI MOXKET OBITh: MEPLMETY OXPAHIEMON TEPPUTOPHY OpraHM3alldH,
OrpaXkIaroIye KOHCTPYKIIMH OXPaIiIeMOro 31aHus, OXpaHsaer ot yacTy 3MaHusI, BEIIETICHHOTO MOMEIIEHN),

3.9.4. npoenerme Ha sTamax paspabOTKM  (MCIEPHU3ANMK), IIPOM3BOJNCTBA, XPaHEHHUS,
tparcropruporkr CK3U u stane s:o1a B okcmiyaramuio (K317 (1cKoHana09HbIe pa0Thl) CISTYIONIIX
aTak:

BHECEHHE HECAHKI[HOHWDOBAHHBIX M3MeHeHu# B ( K2V u (mrM) B KOMIIOHEHTHI anmapaTHBIX H
IPOrPaMMHEIX CPEJICTB, COBMECTHO C KOTOpbIMH ImTaTro (yuxumonupyror CK3M, B COBOKYNHOCTH
npencrasnsiomue cpexy Gyrkuuounpoanus CK3M, xoroprie cUOCOOHBI MOBIMATE HA BBIIOJHEHHE
npenbspisieMbx K CK3U Tpeboran«ii, B TOM 4UCIE C HCIOMH30RaHHEM BPEOHOCHBIX IPOTPaMM;

3.9.5. mposenenwue atax wa srane sxciryaranuy CK 31 va: nepcoHanbHbIe JaHHbIE;

KJIFOYEBYIO, Ay TEHTU(GUIMNYFOUIYIO U TapolbHyIo urithorrrario CK3U;

nporpammubie KommoneHT:1 CK3U;

anmapaTHbie KoMIToHeHTs! C 13U

IporpaMMHEIE KoMIToHeHTR! (D, BKiOYas mporpamy=Hoe obecriedenue BIOS;

arnmapaTHbIe KOMIIOHEHTE! (D]

JaHHBIE, IEPEIaBacMbIe 10 KaHallaM CBS3H,

3.9.6. momyduenme W3 HaxXoAMHUXCA B CBCOOMHOM  NOCTYNE HCTOYHHKOB  (BKIOUAS
HH(POPMAIHOHHO-TENEKOMMYHWKATIIOHHBIE CETH, JOCTYII K KOTONEIM HE OTP2HHYCH ONPEeETICHHBIM KPYTOM
AL, B TOM HHCIe MHGOPMAIEOHHOTENEKOMMYHUKAIMOHHYIO ceTh "MuTepHer") nEopmaruu 06 UC, B
xoTopoit meronszyercs CK3U. Tpu 5ToM MOXET GBITH IIONYHeHa ClieAYIOIas HHpOpMaIysL:

o6ue cBenerus 06 VC. g kotopoi uenonbsyeres Ci 3V (iazraveHye, cOCTaB, 0IepaTop, 00BEKTEL, B
KOTOPBIX pa3MemIeHkl pecypcsl Vi)

CBefCHHI 00 MHPOPMALHOHHBIX TEXHONOIHsX, Oaszax aaHibx, AC, I1O, memomssyembx B MC
coBmecTHO ¢ CK3H, 3a MckmoyeriieM CBEIEHUM, COTEePMKAILIH X Ci TC.IbKO B KOHCTPYKTOPCKOR TOKYMEHTAIIUH
Ha HHGMOPMAIMOHHEIE TEXHONOr WM, Sa3sl Aauubx, AC, T10, iciorssyemsie B IC coBmectro ¢ CK3U;

coziepKaHue HaXxomsImetic;i 1 CBOOOTHOM HOCTYIE ACKyMeHIZHH Ha anmapaTHbe H MTPOrPaMMHBIC
xomnoneHnTsl CK3U u CO;

o6IImMe CBEEHUS O 3aly1Ia s 0l HHGOPMALUH, I~ L3venoi B mponecce skcmtyararuy CK3U;

CBEIEHHUS O KaHAlaxX CB:3li, 110 KOTOPHIM mepemarot-a salviaemsle CK3W mepconasnbibie TaHHBIC
(manee - KaHAT CBSA3M);

3.9.7. npumeHenue va: INUXCA B CBOOOJHOM ICCTVIC HIM UCHONB3YEMBIX 32 TPEAEIaMH
KOHTponupyeMoit 3086 AC 1 I10), r&mouas anmaparHsie ¥ 'roepatariisie komIoHeHTs CK3i u CO;

3.9.8. monydeHue B paririii MPENOCTABIEHHBIX MOTU 1111, a TAKKE B Pe3yNbTarte HaOIOACHUN
clieayromnel nHPpopMaruu:

CBEIIEHUH 0 QU3MUECKMY 107/ X 3aIUTH 00BEKTOB, B " TIBLIY PasMelleHsl pecypest MC;

CBEJICHHHM O Mepax IO OTeCTeUeHHI0 KOHTPONUPY:1i0i 1o s 00HEKTOB, B KOTOPEX “a3MEICHEI
pecypcet UIC;

CBEIEHHI 0 Mepax IO DA DAHHYEHHIO JOCTYIa R TIOMEINEeNHS, B KOTophX Haxorsrcs CBT, Ha
KOTOphIX peamu3zoBanbl CK3U n (@

3.9.9. ucmONB30BAaHME [HTATHBIX CPEACTB, OTpaniven-ce Mepamw, peamusoBanubivu B MIC, B
KoTopoii  mcmonbdyercs CK3!1. u  HampaBleHHBIMY  Ha  [IPEHOTBpAIlEeHHEe W  IPECECYCHUC
HECAHKIIMOHUPOBAHHBIX NEUCTBIY



